E34 
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ACTION PM-00 
INFO LOG-00 MFA-00 NP-00 AID-00 ACQ-00 INL-00 DEAE-00 

WHA-00 SRPP-00 DS-00  &EB-00 OIGO-00 FBIE-00 ¥FBO-00 

vVC-00 H-01 TEDE-00 INR-OO LAB-01 1-00 VCE-00 

AC-01  DCP-01 NSAE-00 OES-01 OMB-01 ACE-00  scT-00 

SP-00 IRM-00 §S80-00  s8-00 TRSE-00 T-00 ASDS-01 

DTC-00 EPAE-00 PMB-00 DSCC-00 DRL-02 G-00 SAS-00 


/oooW 
fie Seer saooSse 459615 0101222 /38 

O 0100502 DEC 01 
FM AMEMBASSY BOGOTA 
TO SECSTATE WASHDC IMMEDIATE 5268 
INFO SECDEF WASHDC 
NSC WASHDC 
DOJ WASHDC 
DIRONDCP WASHDC 
USCINCSO MIAMI FL 
USCINCSOC MACDILL AFB FL//SOOP-0O 
CDRUSARSO SOOP FT BUCHANAN 
COMSOCSOUTH ROOSEVELT ROADS PR 
CDRUSASOC FT BRAGG NC//AOOP-AS 
CDRUSASFC FT BRAGG NC//AOSO-GC 
CDR7THSFGA FT BRAGG NC 


COMMARFORSOUTH 
USSOUTHAF DAVIS MONTHAN AFB AZ 
DIRJIATF EAST 

SECRET 
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CIA WASHDC 
DOE HQS FORRESTAL BLDG WASHINGTON DC 


S EC RET SECTION 01 OF 03 BOGOTA 010776 


E.O. 12958: DECL: 11/29/11 

TAGS: MASS, MARR, ASEC, SNAR, ENRG, PTER, CO 
SUBJECT: COLOMBIA: EMBASSY RECOMMENDATIONS ON 
PIPELINE SECURITY FOR FY-02 


CLASSIFIED BY AMBASSADOR ANNE W. PATTERSON FOR REASONS 
1.5 (B) AND (D). 


REFS: (A) BOGOTA 10436 (B) BOGOTA 09592 
UNITED STATES DEPARTMENT OF STATE 
REVIEW AUTHORITY: ALAN H FLANIGAN 
CLASSIFICATION: SECRET REASON: 1.4(B), 1.4(D) 
DECLASSIFY AFTER: 29 NOV 2016 
DATE/CASE ID: 22 FEB 2007 200503651 


UNCLASSIFIED 


1. (U) SUMMARY. WE ARE SENDING THIS 1 AS SE Darton AT THE 


DEPUTIES MEETING TO BE HELD MONDAY, DECEMBER 3. IT PROVIDES MORE DETAI 
LED INFORMATION ON PROVIDING IMMEDIATE ASSISTANCE FOR PIPELINE SECURITY 
, A CONCEPT THE DEPUTIES HAVE ALREADY APPR 

OVED. FY-02 FUNDS WILL NEED TO BE USED FOR THE PROPOSAL BELOW. WE BELI 
EVE 

THIS OPTION WOULD BE A USEFUL FIRST STEP FOR EITHER OF THE OPTIONS THE 

DEPUTIES SELECT. WE ASK THAT THE DEPUTIES ENDORSE THIS MODEST PROGRAM. 


2. (SS) CONTINUING ATTACKS ON COLOMBIA'S ENERGY INFRASTRUCTURE, ESPECIA 

LLY 

THE CANO-LIMON PIPELINE IN THE PROVINCE OF ARAUCA, REPRESENT A THREAT T 

O U.S. INVESTMENT AND U.S. ENERGY SECURITY. FOLLOWING A NOVEMBER 26-30 

PLANNING CONFERENCE ON PIPELINE SECURI 

TY WITH THE COLOMBIAN MILITARY, WHICH ALSO INCLUDED REPRESENTATIVES OF 
SECRET 


PAGE 03 BOGOTA 10776 O01 OF 03 0101162 
THE 
NATIONAL POLICE AND THE COLOMBIAN ENERGY SECTOR, EMBASSY COUNTRY TEAM H 
AS EXAMINED PROPOSALS THROUGH WHICH THE USG MIGHT ASSIST THE GOC IN PRO 
TECTING THE PIPELINE. WE BELIEVE THAT 

IMMEDIATE TRAINING AND EQUIPMENT NEEDS COULD BE MET WITH USD 15 MILLIO 
N IN 
FY-02 FUNDING, AND WISH TO IMPLEMENT SUCH A PROGRAM ASAP, I.E., WITHIN 
WEEKS. POST IS SEPARATELY ATTEMPTING TO PROGRAM FY-02 "RULE OF LAW" MO 
NEY TO ASSIST NATIONAL POLICE UNITS I 
N THE AREA OF THE PIPELINE. WE ARE DEVELOPING AN ATA PROGRAM TO TRAIN 
POLICE 
AND ARMY IN PIPELINE SECURITY, ALSO FOR FY-02. WE HOPE TO BEGIN A SERI 
ES OF JOINT EMBASSY/SOUTHCOM ASSESSMENT TEAM VISITS THE WEEK OF DECEMBE 
R 10. END SUMMARY. 


TERRORIST ATTACKS ARE INCREASING 


ee eee eee eee eee eee ee i 


3. (S) ATTACKS BY TERRORIST GROUPS ON COLOMBIAN ENERGY INFRASTRUCTURE 
SERIOUSLY UNDERMINE MAJOR U.S. PRIVATE SECTOR INVESTMENTS IN COLOMBIA ( 
REFTELS). THEY ALSO POSE RISKS TO COLOMBIA'S OVERALL FINANCIAL HEALTH, 
AND HENCE ITS ABILITY TO COOPERATE WITH T 

HE USG ON OUR COUNTERNARCOTICS AND OTHER GOALS HERE. BY INTERFERING WI 
TH THE 

SUPPLY OF OIL TO THE U.S., THEY 

ALSO AFFECT U.S. ENERGY SECURITY. 


UNCLASSIFIED 
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; . Qaiack 
L PETROLEUM AND COLOMBIAN PARTNER ECOPETROL. 


IMMEDIATE RECOMMENDATIONS: FY-02 


SECRET 
SECRET PTQ8024 
PAGE 01 BOGOTA 10776 O02 OF 03 0101162 


ACTION PM-00 


INFO LOG-00 MFA-00 NP-00 AID-00 ACQ-00 INL-00 DEAE-00 
WHA- 00 SRPP-00 DS-00 EB-00 OIGO-00 FBIE-00 FBO-00 


vc-00 H-0O1 TEDE-00 INR-00 LAB-0O1 L-00 VCE-00 

AC-O1 DCP-01 NSAE-00 OES-01 OMB-01 ACE-00 SCT-00 

SP-00 IRM-00 SSO-00 Ss-00 TRSE-00 T-00 ASDS-O1 

DTC-00 EPAE-00 PMB-00 pscc-00 DRL-02 G-00 SAS-00 
/0o9Ww 


ooo --------------- 45961A 0101232 /38 
© 010050Z DEC 01 
FM AMEMBASSY BOGOTA 
TO SECSTATE WASHDC IMMEDIATE 5269 
INFO SECDEF WASHDC 
NSC WASHDC 
DOJ WASHDC 
DIRONDCP WASHDC 


UNCLASSIFIED 


EMBASSY IS PUSHING FOR AN 
COORDINATION WITH OCCIDENTA 


Bl 


BI 


UNCLASSIFIED 


USCINCSO MIAMI FL 
USCINCSOC MACDILL AFB FL//SOOP-00 
CDRUSARSO SOOP FT BUCHANAN 
COMSOCSOUTH ROOSEVELT ROADS PR 
CDRUSASOC FT BRAGG NC//AOOP-AS 
CDRUSASFC FT BRAGG NC//AOSO-GC 
CDR7THSFGA FT BRAGG NC 


COMMARFORSOUTH 
USSOUTHAF DAVIS MONTHAN AFB AZ 
DIRJIATF EAST 

SECRET 
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CIA WASHDC 
DOE HQS FORRESTAL BLDG WASHINGTON DC 


S EC RET SECTION 02 OF 03 BOGOTA 010776 
EB.O. 12958: DECL: 11/29/11 

TAGS: MASS, MARR, ASEC, SNAR, ENRG, PTER, CO 
SUBJECT: COLOMBIA: EMBASSY RECOMMENDATIONS ON 
PIPELINE SECURITY FOR FY-02 


6. (S) IT IS IMPORTANT TO BEGIN AS QUICKLY AS POSSIBLE. OUR FY-02 REQ 
VEST 
FOR IMMEDIATE NEEDS TOTALS USD 15 MILLION. 


Bl 


UNCLASSIFIED 


BI 


9. (S) WITH TRAINING, PERSONNEL, AND EQUIPMENT WHICH WE COULD FUND OUT 


OF 
THIS AMOUNT, WE COULD BEGIN TO ENHANCE THE CAPACITIES OF THE 18TH BRIGA 


DE, THE MARINE RIVERINE BATTALION, AND THE CNP. 





Bl 


10. (S) ALSO FOR FY-02, WE ARE DEVELOPING, UNDER THE ATA PROGRAM, WHIC 
H IS 


SECRET 
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LONG-ESTABLISHED AND WELL-ACCEPTED IN THE U.S. CONGRESS, A COURSE ON PI 
PELINE PROTECTION MODELED AFTER ONE USED IN THE OLD SOVIET REPUBLICS. 
THIS WOULD BE FOR BOTH POLICE AND MIL 

ITARY. 


Bl 


THE GOC IS PROVIDING INCREASED SUPPORT 


ee ee ee eee eee ee ee 
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PAGE 01 BOGOTA 10776 03 OF 03 0101162 


ACTION PM-00 


INFO LOG-00 MFA-00 NP-0O AID-00 ACQ-00 INL-00 


WHA-00 SRPP-00 DS-00 EB-00 OIGO-00 FBIE-00 

vc-00 H-O1 TEDE-00 INR-00 LAB-Ol L-00 

Ac-01 DCP-O1 NSAE-00 OES-O1 OMB-01 ACE~-00 

SP-00 IRM-00 $so-00 SS-00 TRSE-00 T-00 

DTC-00 EPAE-00 PMB-00 DSCC-00 DRL-02 G-00 
/009W 


SST SHS SeSssSccSsS= 45961E 0101232 /38 
O 0100502 DEC O1 
FM AMEMBASSY BOGOTA 
TO SECSTATE WASHDC IMMEDIATE 5270 
INFO SECDEF WASHDC 
NSC WASHDC 
DOJ WASHDC 
DIRONDCP WASHDC 
USCINCSO MIAMI FL 
USCINCSOC MACDILL AFB FL//SOOP-00 
CDRUSARSO SOOP FT BUCHANAN 
COMSOCSOUTH ROOSEVELT ROADS PR 
CDRUSASOC FT BRAGG NC//AOOP-AS 
CDRUSASFC FT BRAGG NC//AOSO-GC 
CDR7THSFGA FT BRAGG NC 


COMMARFORSOUTH 
USSOUTHAF DAVIS MONTHAN AFB Az 
DIRJIATF EAST 

SECRET 
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CIA WASHDC 

DOE HQS FORRESTAL BLDG WASHINGTON DC 
SECRET SECTION 03 OF 03 BOGOTA 010776 


E.0. 12958: DECL: 11/29/11 
TAGS: MASS, MARR, ASEC, SNAR, ENRG, PTER, CO 


UNCLASSIFIED 


Bl 


DEAE-00 
FBO-00 
VCE-00 
SCT-00 
ASDS-01 
SAS-00 


SUBJECT: COLOMBIA: EMBASSY RECOMMENDATIORS Oy} S SLFIED 


PIPELINE SECURITY FOR FY-02 


Bl 


TIMETABLE FOR IMPLEMENTATION OF USG SUPPORT 


Bl 


UNCLASSIFIED 


VETTING 


18. (S) THE COLOMBIAN MILITARY HAS INITIATED THE PROCESS OF HUMAN RIGH 
TS 

CERTIFICATION FOR THE 18TH BRIGADE. INITIAL EMBASSY REVIEW INDICATES T 
HAT THE 18TH BRIGADE HAS A GOOD HUMAN RIGHTS RECORD. THE COLOMBIAN RIV 
ERINE UNITS HAVE ALREADY BEEN VETTED. 

WE HOPE FOR THE MOST RAPID TURNAROUND POSSIBLE ON HUMAN RIGHTS VETTING 
REQUESTS TO ENSURE THAT ENHANCEMENT CAN BEGIN AS SOON AS POSSIBLE. 


19. (U) WE ARE SENDING SEPTEL A MORE DETAILED CABLE PRESENTING LONGER- 
sorrons FOR PIPELINE PROTECTION STEMMING FROM THE NOVEMBER 26-30 COLOMB 
IA-U.S. PLANNING CONFERENCE ON PIPELINE SECURITY. 
PATTERSON 

SECRET 


<< END OF DOCUMENT >> 


UNCLASSIFIED 
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